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ABSTRACT 

 
The growing reach of commercial surveillance is fundamentally altering the power dynamics 

which structure our everyday lives. This paper explores these dynamics through the framework 

of Shoshanna Zuboff’s Surveillance Capitalism and Couldry and Mejias’ Cost of Connection. 

This paper first explores the harms that this new power regime imposes in the spheres of 

privacy, autonomy and dignity. Having laid out these consequences, this paper employs 

discourse analysis to unpack the contemporary discourses around modern technology. This is 

important to explain the way in which opposition to surveillance is often greeted with a sense 

of indifference to the casual observer. Commercial and governmental discourse on data and 

technology frequently argues its potential benefits through the discourse of ‘surveillance 

exceptionalism’, which overshadows the negative consequences of surveillance capitalism. In 

this discourse, I identify three narratives which function to shield the extractive logic of 

surveillance capitalism from scrutiny and regulation. Against the backdrop of the COVID-19 

epidemic, which threatens to usher a new era of biological surveillance, this article unravels 

how the general discourse on data, much of which is reused in the ongoing debate about 

COVID-19 surveillance, protects modern forms of data collection from ethical and legal 

questioning. This paper thus offers a critique of the discourse which leaves surveillance 

capitalism relatively impervious to regulatory constraint. 
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INTRODUCTION 

 

On the 22nd of January 2019, a day after receiving a $57m fine for privacy violations, Google 

CFO Ruth Poray declared that “data is more like sunlight than oil” (Ghosh and Kanter, 2019). 

This analogy is notable for the discursive strategies that it reveals. Almost at once, her claim 

makes something that is personal and constructed appear to be universal and natural. This 

discursive sleight of hand reflects the way in which wider narratives function to naturalise the 

systems of injustice that are imposed by the continuous monitoring and collection of data 

(Couldry and Mejias, 2019). Here, a Google representative presents data as a ‘resource’ that, 

like sunlight, belongs to everyone and no one. Suddenly, it becomes possible to see the lacuna 

that estranges individuals from their data trails. Countering Google’s claim - which is linked to 

naturalization - is central to the critical enterprise of this research. The discourses surrounding 

the benefits of Big Data and Artificial Intelligence (AI) have precipitated the proliferation of 

surveillance technologies in all aspects of life, whilst obscuring the exploitative distributive 

politics that constitute this new relationship between data and capitalism (Zuboff, 2019; 

Mascheroni, 2018). In this article, I hope to illuminate the negative consequences that this new 

paradigm depends on, and deconstruct the “modern myths” (Mosco, 2004) which function to 

sustain its continued support. 

 

According to Elish and Boyd, “these new phenomena [AI and Big Data] must be taken 

seriously and interrogated not only as modes of adjudicating in the world, but also and in their 

very essence, modes of knowing about the world” (2017, 18). This article aims to contribute to 

this epistemological endeavour by deconstructing the discourse surrounding technology. 

Discourse is often self-legitimating, and in the case of technology, I will argue that it functions 

to position continuous data extraction as both valid and beyond challenge. How is it that 

citizens come to consent to strategies that co-opt their own personal interests, behaviours and 

freedoms? To answer this question, this article will try to accentuate the will to surveillance 

that is writ large over contemporary representations of security, progress, and innovation. 

Based on analysis of the contemporary discourse surrounding technology, I will identify three 

dominant patterns in the construction of the ‘surveillance myth’: (1) the narrative of 

technological determinism that constitutes technological progress as ‘inevitable’ (2) the 

shaping of legal and policy discourse that positions surveillance as the key to innovation (3) 

the construction of data as a natural, raw material, which may be utilised as inputs into 

economic production. It is through this process of deconstruction, which unmasks how 

particular things or processes were first constructed as natural, that we can begin to see 

counterpresents (Couldry and Mejias, 2019: 111). That is, alternative understandings of our 

current social realities beyond the dominant paradigms of today. In this article, I hope to gesture 

towards a digital future which is not contingent upon the commodification of all aspects of 

human relations. 

 

The attacks of September 11, 2001 were crucial to formulating a discourse that foregrounded 

the importance of surveillance technology in Western neoliberal societies. The failure of the 

US to ‘connect the dots’ and identify the plot before it occurred became a source of national 

shame that hijacked many other concerns. This perceived blind spot resulted in the expansion 
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of mass surveillance, codified in the Patriot Act, with the justification of preventing another 

attack from ever occurring. According to Peter Swire, an internationally recognised expert in 

privacy law: “With the attacks of September 11, 2011, everything changed. The new focus was 

overwhelmingly on security rather than privacy” (Swire, 2013: 845).  Yet, behind the 

justification of securitisation, as Lyon (2003: 15) put it, “what 9/11 did was to produce socially 

negative consequences that hitherto were the stuff of repressive regimes and dystopian 

novels.… The suspension of normal conditions is justified with reference to the ‘war on 

terrorism.” That this system of mass surveillance has not only persisted but vastly expanded in 

the years since, reminds us that emergency powers often outlive their emergencies (Biddle, 

2020). 

 

In the same way that 9/11 fundamentally reconfigured the popular discourse surrounding 

surveillance, the COVID-19 epidemic threatens to finally end the debate in favour of 

everlasting, unfettered, and even biological surveillance. The Coronavirus crisis has seen the 

expansion of mass surveillance across the world. In South Korea, Taiwan and Israel, individual 

quarantines are enforced by accessing smartphone location data (Lin and Martin, 2020). In 

Hong Kong, those arriving in the airport are given GPS tracking bracelets that they must wear 

in order to ensure they stay at home (Bidle, 2020). Meanwhile, in Germany, long seen as a 

country which values data protection, the German minister of Health attempted to force through 

continuous tracking of people’s phones (Hildebrand, 2020). The repurposing of surveillance 

technologies for public health threatens to undermine legitimate critiques of surveillance 

capitalism. It also suggests that new levels of biosurveillance will be maintained long after the 

crisis is over. Whilst this body of work will not analyse the discourse surrounding surveillance 

and coronavirus specifically, largely due to its ongoing nature, this new ‘state of exception’, 

and its concomitant advances in surveillance technologies, nonetheless offers a timely 

opportunity to revisit the discourses of surveillance exceptionalism that flourished after 9/11 

and have persisted today.  

 

Crucially, this discourse of surveillance exceptionalism encourages citizens to blindly accept 

the introduction of surveillance technology, and think about the negative consequences after. 

And yet, despite the relentless march of surveillance, opposition is often met with a sense of 

indifference to the casual observer. From those who argue that ‘innocent people have nothing 

to hide’ (Esguerra, 2009) to those who view surveillance technology as convenience (giving 

them free services and personalised ads in exchange for ‘data’), many people do not recognise 

the scale of injustice imparted by this emerging logic of surveillance capitalism. Rather than 

think about the technology that delivers this surveillance, we should focus on the people whose 

interest it advances, as well as the people who feel its impacts. This research will therefore aim 

to highlight the extent of the social injustice (Cinnamon, 2017) imparted by surveillance 

capitalism, and the threat that it poses to privacy, autonomy, and dignity, as well as the 

discourses which hide this injustice from view. 
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2. A SOFTWARE OF THE OPPRESSED 

This paper uses methods drawn from critical discourse analysis to draw out the ideological 

patterns that underlie statements and views about surveillance. Critical discourse analysis seeks 

to understand the way in which competing structures of power operate through scrutiny of 

language and text. Fairclough (1995: 132) explains how critical discourse analysis:  

 

“aims to systematically explore … relationships of causality and determination between 

discursive practices … and wider social and cultural structures … to investigate how 

such practices, events and texts arise out of and are ideologically shaped by relations of 

power and struggles over power”.  

 

This paper thus draws attention to the active construction of surveillance practices through their 

discursive dimensions. I seek to ask the question: through what means has the extraction of an 

individual’s personal data come to be represented as a natural, neutral, and even necessary. By 

deconstructing the dominant discourses about surveillance, I hope to formulate a critique of the 

expanding surveillance and collection of personal data that has become an essential feature of 

modern life.   

 

This paper draws on a Foucauldian critical practice - panopticon, biopower and 

governmentality - in order to unveil the current processes and attendant power dynamics that 

characterise surveillance capitalism. Foucault’s foundational body of work locates the defining 

characteristics of modern power - what he terms biopower - at the intersections of surveillance, 

power, and discourse. Biopower describes the ways in which modern power is productive, 

insofar as it is constitutive of the discourses, knowledges and norms that it needs to render 

subjects governable (Foucault, 1975). In other words, by qualifying what is knowable about 

personhood, biopower serves to create the body as an object of knowledge, and therefore, 

control. It is in this sense that biopower asserts the “power to make live” (Foucault, 1975: 241) 

- to form subjects through simultaneous strategies of individuation and qualification. Stretching 

the parameters of knowledge through surveillance - to include what is by now a near infinite 

spectrum of human predilections - simultaneously explodes the parameters of supervision, 

regulation, and control. Personal data collection has magnified the sphere of biopower to 

occupy the micro spaces of human life.  

 

For Poster (1999: 277), this is a crucial, and often understudied aspect of surveillance theories:  

 

“Properly understood, the panopticon is not simply the guard in the tower, but the entire 

discourse/practice that bears down on the prisoner, one that constitutes him/her as a 

criminal. The Panopticon is the way the discourse/practice of the prison works to 

constitute the subject as a criminal and to normalise him/her to a process of 

transformation/rehabilitation.”  

 

Poster refers here to Foucault’s (1977) now infamous analysis of Jeremy Bentham’s 

Panopticon prison. Bentham’s panoptic model is organised in such a way that it enables the 
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authority’s total surveillance of the criminalised subjects. This prison, Foucault argues, is 

emblematic of the form of (bio)power that is exerted in modern society. What makes the 

criminal subjects hyper-governable, Foucault argues, is not only their subjection to an all-

seeing gaze (in line with which they modulate their behaviour), but also to the ‘discourse / 

practice’ that first made possible their criminalisation. It is in this sense that modern power 

(‘discourse/practice’) produces the very identities that it is intended to control (e.g. criminals / 

non criminals). 

 

Foucault employs the term ‘governmentality’ to refer to this role that biopolitical governance 

plays in subject-construction. Through the production of norms, discourses and knowledges, 

biopower creates subjects who are not only governed but also self-govern (in relation to these 

norms (Foucault, 1982: 220. This exercise of power is therefore entirely interwoven with the 

discourses through which subjects come to understand, define and regulate their own 

behaviour. Crucially, subjects do so in the belief that they are ‘acting’ out of their own desires 

and self-interest. Whilst the implications of Foucault’s analysis lie beyond the scope of this 

present paper, I wish here to reiterate the impact that surveillance has on our ability to claim 

autonomy over our notions of self and society. From this vantage point, it becomes possible to 

see that surveillance not only tracks our behaviours, opinions and desires, but it also creates 

them. What is at stake then in the boundless assumption of our personal data is our ability to 

claim ownership of our very subjectivities (our thoughts, desires and behaviours), the 

ramifications of which I will explore in Section 3.  

 

In a similar vein, Paulo Freire’s Pedagogy of the Oppressed (1997) identifies oppression as a 

systematic suppression of a people’s right to critically understand the world. The method of 

this oppression is through “precluding any presentation of the world as a problem and showing 

it rather as a fixed entity, as something given - something to which people, as mere spectators, 

must adapt” (Freire, 1997: 120). For Freire, traditional methods of teaching disseminated this 

oppression by encouraging students to passively accept the knowledge of their oppressors, what 

he called the ‘banking method of education’ (Freire: 1997). The ‘banking method of education’ 

resonates with the strategies of surveillance capitalism, where passive users are encouraged to 

accept the exploitative power dynamics imposed by modern surveillance and technology. Yet, 

for Freire (1997, 64), dialogue is an activity foundational to freedom. It allows individuals to 

see what seemed to exist “objectively” as now “assuming the character of a problem and 

therefore of challenge”. It is for this reason that Erin Glass (2020) posits that adopting Freire’s 

emancipatory method of dialogue can help employ a ‘software of the oppressed’. That is, a 

mode of critiquing the role of technology in our lives which recognises the fundamental power 

dynamics at play. Building upon the work of Glass (2020), I will show how deconstruction can 

be fruitfully put to use in identifying the way in which certain discourses obfuscate the harmful 

effects of surveillance capitalism. 

 

By placing the extent of critical work on surveillance capitalism in dialogue with Freire and 

Foucault, I hope to show that popular expressions of the technology are thoroughly interwoven 

with assumptions that relegate concerns surrounding privacy and exploitation. The purpose of 

this article is therefore to provide a discussion of the dissemination, reception, and function of 



Mikey Ettlinger 

 

7 

 

surveillance discourse. More specifically, I wish to critique an emerging economic order built 

upon ubiquitous surveillance in light of the contemporary scholarship of Shoshanna Zuboff’s 

The Age of Surveillance Capitalism (2019) and Nick Couldry and Ulises Mejias’s The Costs of 

Connection (2019). But before I proceed to deconstruct the harmful myths that make space for 

the continued invasion of surveillance into every aspect of life, I want to offer a definition, and 

clarify the consequences, of surveillance capitalism. 

 

3. WHAT IS SURVEILLANCE CAPITALISM? 

With the proliferation of networked devices monitoring our homes, our actions and our bodies, 

our every experience is rendered as behavioural data. This behavioural data is then parsed, 

scanned, assessed and ultimately monetised by other invasive interests. This datafication (Van 

Dijck, 2014) tends to happen without the awareness of most people. Alarming as this may 

seem, this level of exposure represents the quid pro quo of personalised digital services: total 

surveillance. In the Panoptic Sort, Gandy (1993) outlines the threat to privacy produced by the 

ever-growing information gathering structure as a stratifying mechanism. Building upon 

Foucault’s (1977) seminal analysis of disciplinary systems in society, Gandy argues that the 

scale of the surveillance in the modern world amounts to a panopticon, which traps citizen 

actions within the ever-widening confines of personal data surveillance. As this surveillance 

has expanded, the emergence of a new social and economic order based upon extracting value 

from the continuous surveillance of human life is reshaping the fundamental power relations 

that govern our day to day lives. This new paradigm, referred to as ‘Surveillance Capitalism’ 

by Zuboff (2019), or ‘Data Colonialism’ by Couldry and Mejias (2019), is “a new economic 

order that claims human experience as free raw material for…hidden commercial practices of 

extraction, prediction, and … behavioral modification. (Zuboff, 2019)”  It is this emerging 

power dynamic that the discussions below take as its thematic concern. 

 

A New Social Order? 

 

In its most simple form, surveillance capitalism refers to a system whereby data collection 

about human behaviour exists as the underlying factor that propels the emergence of a new 

strain of capital accumulation. This is to say that, data that takes human behaviour as its subject 

has been ascribed material value. This new information economy, which relies upon the 

commodification of behavioural analysis, subtends the construction of our present socio-

economic order. Older critiques of historical capitalism illuminate this valuably here. Zuboff 

develops the argument made by Marx that, in part, the story of capitalism is the story of 

intensification and abstraction. Building upon this notion, Zuboff puts forward surveillance 

capitalism as the latest stage in capitalism's quest for abstraction, in a greatly intensified and 

technologically augmented form. This next stage forward is illuminated through Marx’s notion 

of the “fetish”. For Karl Marx, the fetish (classically the commodity fetish) made the economic 

relations of capitalism seem necessary. Marx delineated a trinity of fetishised objects: interest 

as the fruit of capital, rent as the fruit of land, and wage as the fruit of labour (Marx, 1993: 48). 
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Under surveillance capitalism, we can add a fourth fetish to Marx’s original triad: data as the 

fruit of human behaviour. In a similar vein, Polanyi’s (1944: 75-76) concept of ‘fictitious 

commodities’ demonstrates how capitalism appropriates basic life building activities into its 

for-profit motive. Taking this idea into surveillance capitalism, it can be argued that the digital 

traces of subjectivity, monitored by an ever-increasing surveillance architecture, are generating 

new ‘fictitious commodities’. Through this lens, surveillance capitalism can be viewed not as 

an epochal break from the industrial capitalism that dominated the 19th and 20th century, but 

rather as an extension of the fundamental principle of capitalism: the drive to maximise controls 

of the inputs to its production process (Couldry and Mejias, 2019: 19). Although pioneered by 

Google and Facebook, surveillance capitalism is now the dominant economic model of many 

companies. As Bruce Schneier retorts (2013), “the primary business model of the internet is 

based on mass surveillance”. This new economic logic is reflected by Andrew Ng, head of AI 

at Baidu (a company often described as the Google of China (Liu, 2019)), when he revealed 

that tech companies “often launch products not for the revenue, but for the data … and [then] 

we monetise the data through a different product (Ng quoted in Morozov, 2018). It is this 

economic logic that rationalises Facebook’s $22bn purchase of Whatsapp in 2014, a company 

with no revenue to speak of, but instead, stores metadata on the time, duration, and location of 

every communication (Isaac, 2019), or, similarly Google's $3.2bn acquisition of Nest, which 

brings constant data collection into the home through thermostats (Oreskovic 2014). 

Ultimately, this model transforms people’s lived experiences into proprietary data flows for the 

purpose of enormous profits for corporations. It is this constant capture of personal data - 

unremarkable today but previously the realms of science fiction - which poses major threats to 

our quality of life. As Couldry and Mejias state (2019: XI) “human life is quite literally being 

annexed to capital”.  

 

The Postcolonial Two Step 

 

Building upon Zuboff’s analysis, there is a distinctly colonial logic inherent in the workings of 

surveillance capitalism. Analysing this constant capture of personal data through a neocolonial 

lens serves to highlight the scale of appropriation and injustice that is unfolding. Couldry and 

Mejias (2019) coin the term ‘data colonialism’, to describe “our everyday relations with data 

[that] are becoming colonial in nature; that is, they cannot be understood except as an 

appropriation on a form and scale that bears comparison with the appropriations of historical 

colonialism” (2019, XII). In this form, instead of territories and material resources, data 

colonialism’s power grab is fixated on the capture of human life through appropriating and 

profiting off the data collected about subject populations. Under this scheme of data 

colonialism, there is no physical colony, but instead an ‘online reality’, in which we 

increasingly reside under conditions of continuous data extraction. The colonised meanwhile, 

without any say into the construction of such a society, are embedded within the subject/object 

relationship of a Lacanian, algorithmic gaze (Lacan, 1981), as these digital infrastructures 

become a precondition for participation in a modern life. Thus, the concept of ‘data 

colonialism’ is useful in highlighting imperialist modes of accumulation inherent in 

contemporary forms of data commodification. Building this lens onto the work of Zuboff is 

essential to understanding the complex global dynamics of surveillance capitalism. 
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4. THE HARMS OF SURVEILLANCE CAPITALISM 

Privacy 

 

The first major challenge of surveillance capitalism is the insidious erosion of the private 

sphere in society.  One of the major difficulties which impinge attempts to protect privacy is 

that of definition, which is recognised by Nissenbaum (2009) and Solove (2018). For the 

purpose of this study, privacy can be understood as an umbrella term which relates to the 

process of engaging in boundary management (Cohen, 2017) for socially situated subjects, 

which protects both the self and the assemblage connecting the self to others (Chenney-

Lippold, 2015). Nevertheless, whilst those who seek to protect privacy have argued about its 

definition, data collection has become a constant feature of everyday life, to the point that any 

definition of ‘privacy’ is severely under threat. In fact, even users' most intimate behaviours 

are now subject to monitoring and analysis by surveillance capitalists, who seek to oversee 

every aspect of human behaviour, in order to analyse, predict, and ultimately extract value. The 

result of this has been a gross invasion into the private sphere of individuals. For example, in 

2011, Fitbit came under scrutiny for an apparent security breach which led to the publication 

of the activity details of thousands of its users. Amongst the categories of activity that were 

leaked were - “sexual activity - active, vigorous effect” as well as “sexual activity - passive, 

light effort, kissing, hugging” (Loftus, 2011). That this information was made public by a 

security breach, whilst significant, obscures the greater point that, even our most intimate 

moments are beholden to the unrelenting drive towards surveillance revenues. In a world where 

even the gradations of our sexual activity are subject to monitoring and categorization, one 

must ask what is left for the concept of privacy under the new regime of surveillance capitalism. 

 

And yet, despite such invasions into the private sphere, users are left with little choice but to 

concede their innermost selves, as well as their public ones, to the watchful eyes of surveillance 

capitalists. It is thus that we are brought to the daily renewal of a twenty-first century Faustian 

compact. Faustian insofar as it is nearly impossible to tear ourselves away, despite the fact that 

what we concede ourselves to is an algorithmic appropriation of our personhood. Private lives 

are now bound to this algorithmic gaze, which reorients patterns of behaviour around values 

like productivity, efficiency and the mitigation of relentless risk in the pursuit of profit. 

Legitimising this Faustian pact is a poorly informed notion of ‘consent’, which may be better 

termed as ‘acquiescence’ (Pasquale, 2015). A study by Utz et al (2019) found that 86% of 

cookie consent notices offer no options other than a confirmation button. As Lanier (2014, 314) 

explains “The reason people click 'yes' is not that they understand what they're doing, but that 

it is the only viable option other than boycotting a company in general, which is getting harder 

to do”.  

 

This trade-off is compounded by the fact that virtually no one reads the ‘contracts’ in which 

these Requerimiento-style relationships (Zuboff, 2019: 235) are codified. A Deloitte survey of 

US consumers found that 91% of people consent to legal privacy policies without reading them 

(Cakebread, 2017), whilst a 2008 Carnegie Mellon study found that it would take the average 

Internet user between 181 and 304 hours to read all of the privacy policies for the websites that 
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he/she visits each year (Moretti, 2014). What emerges is a scenario in which the majority of 

users who have ‘consented’ to a privacy policy remain unaware of the terms of service that 

hide beneath the encumbered and verbose legal jargon. This dissonance illuminates the power 

dynamic at play. Under the auspices of surveillance capitalism, our rights to privacy are being 

eroded neither by our own choosing nor by force, but rather through our - rather predictable - 

reluctance to make sense of vast quantities of complex data. The irony is such that the tyranny 

of surveillance capitalism weaponises the very opacity that its subjects forfeit. 

  

“So What?”, one might say in response to this claim, ‘innocent people have nothing to hide’ 

(Esguerra, 2009). This argument, as Schneier (2006) notes, is “the most common retort against 

privacy advocates”. However, as legal scholar Solove (2008) explores, this argument is 

premised on the misconception of privacy’s value as an individual good, as it has been since 

its formulation as a legal construct as ‘the right to be let alone’ (Warren and Brandeis, 1890). 

Significantly, as long as privacy is presented solely as an individual good, it is destined to be 

compromised for other concerns (Regan, 1995; Nissenbaum, 2010). This individualistic and 

liberal notion of privacy is limiting, and stifles a sociological analysis (Habermas, 1998). It 

overlooks what is at stake in the broader debate over contemporary surveillance (Lyon, 1994). 

Understood through the lens of its social value, privacy is a central feature to liberal democratic 

political systems, and flourishing civil societies (Regan, 1995; Nissenbaum, 2010). Yet the 

logic of unfettered surveillance capitalism stands in stark contrast to the view of privacy as the 

norm that regulates and structures social life  

 

Autonomy 

 

Having understood surveillance capitalism’s conflict with ‘privacy’, I now extend this critique 

to show that it is not only privacy, but also the interlinked concept of autonomy, that is under 

threat. ‘Autonomy’ is an idea that, in the words of German philosopher Rossler (2005: 53), 

implies that one is “able to act in accordance with desires and actions that are authentically 

hers”. Autonomy, in this sense, is the core value which allows us to be subjects as opposed to 

living objects plugged into an external system (Couldry and Meijas, 2019: 165). The word 

autonomy derives from the Greek and translates literally to ‘regulation by the self’. Enrique 

Dussel builds on this concept of the self, insisting that to be truly free, one must defend the 

space of the self against any attempt of power to own and absorb it, what he calls “the horizon 

of totality” (Dussell, 1985: 158). However, within the extractive paradigm of surveillance 

capitalism, ubiquitous surveillance invades this space of the ‘self’ by making submissions to 

tracking a requirement of daily life. With continued access into this space of self, technology 

firms are able to tune and herd populations toward certain outcomes through what Zuboff 

(2019: 9) labels 'instrumentarian power’. Acquiescence to this surveillance thus gives free reign 

to the ‘behavioural modification empires’ (Lanier, 2018) of Facebook and Google at the 

expense of autonomy in Dussell’s sense. 

 

In 2014, Facebook published details of an experiment in which it manipulated information on 

the News Feed of 689,000 users' home pages. According to Facebook, consent for such an 

experiment - on over half a million unwitting users - could be found in the small print of their 
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Privacy Policy. It warned that, without alternative, Facebook “may use the information we 

receive about you… for internal operations, including troubleshooting, data analysis, testing, 

research and service improvement” (Meyer, 2014). Regardless of the remarkably thin notion 

of consent that Facebook employed in order to conduct such an experiment, for one week in 

2012, users’ news feeds were manipulated to change the number of positive and negative posts 

they saw. The result, the report concluded, was that “emotions expressed by others on Facebook 

influence our own emotions”, which thus provides “experimental evidence for massive-scale 

social contagion via social network” (Kramer et al, 2014: 8788). The team celebrated their 

findings, inviting readers to imagine the possibility of more significant manipulations, such as 

advancements in “public health”. In recent years, more significant manipulations have surfaced 

into public knowledge. However, it has not just been ‘public health’ that has been advanced, 

but also the ability to distort the democratic process. A by-now notorious consultancy company 

- Cambridge Analytica - used these techniques of behavioural modification for political 

manipulation. Despite the potential for positive improvements, the Cambridge Analytica 

scandal stands as a stark reminder of the danger of allowing unchecked power to influence our 

behaviour, particularly when it lays in the hands of opaque, unaccountable and unregulated 

private companies. 

 

However, behavioural modification techniques such as those employed by Facebook and 

Cambridge Analytica are not entirely new. In the 1930’s, B. F. Skinner (1938) put forward the 

concept of ‘operant conditioning’, the application of intricate designs of reinforcement that 

could reliably shape behavioural routines. The ‘Skinner Box’ enabled early behavioural 

scientists to study the principles of animal behaviour, by tracking, recording, and then altering 

the behaviour of the ‘lab rat’. In the 1970’s, Skinner’s techniques of operant conditioning were 

denounced as fascist, and “the most serious threat” to “the very basic sources of individualism 

and the very core of personal freedom” by the US Senate, (in Zuboff, 2019). Today, these same 

techniques are entrenched in the dominant business model of the internet. In online 

environments, a person's daily activities are tracked and stored, giving companies the ability to 

master a schedule of reinforcements intended to produce desired - and profitable - behaviours. 

Veteran Venture Capitalist Bill Davidow (2013) highlighted the power of the lab rat metaphor 

in relation to the power of today's technology companies: “Google, Facebook, Twitter, 

retailers, and thousands of application developers are now positioned to keep users engaged on 

Web sites and program behaviours. That is, to operant condition them.” Unlike behavioural 

scientists of the past, engineers and data scientists at these companies have enormous data 

samples to draw from and can rapidly adjust their experiments in real time. Over time, this 

gives companies an enormous power to predict, shape and condition the behaviour of the user 

by retrofitting the self’s domain into a 21st century ‘Skinner Box’.  

 

In fact, as Kashmir Hill reveals, Facebook’s emotional manipulation study is one of many such 

experiments. “Experiments are run on every user at some point in their tenure on the site” 

(Ledvina 2014 in Zuboff, 2019: 299). Meanwhile, in a paper entitled ‘Beyond Big Data’, 

Google economist Hal Varian (2014) celebrated the way in which big data will ‘change our 

lives’ through ‘continuous experimentation’, revealing that Google runs about ‘10,000 

experiments a year in search and ads’, and ‘there are about 1,000 running at any one time’. 



Surveillance Capitalism 

12 

 

Thus, it becomes increasingly clear that the unprecedented power of ‘surveillance companies’, 

who, through the use of big data, location, maps, behavioural modification techniques and 

continuous experimentation, seize the ability to modify the behaviours of their users in the 

pursuit of increased profit. In doing so, the ability to regulate the self that we associate with 

autonomy is increasingly placed under threat. As Davidow (2013) concludes, ‘To Facebook, 

we are all lab rats’. 

 

Dignity 

 

The final point of this section is concerned with the effect of surveillance capitalism on human 

dignity. It is sometimes said that the concept of human dignity is too capacious to be put into 

precise analytical work (Rosen, 2018). Contemporary Chinese activist WeiWei (2019) refers 

to ‘dignity’ as “the essential meaning of being human”. Such transcendental terms of definition 

obscure the value that ‘dignity’ can have as a lens to view the harm of surveillance capitalism. 

And so, whilst appreciating the complexity and subjectivity around the notion of dignity - I 

propose that the disregard of both privacy and autonomy amount to a greater affront of human 

‘dignity’ . In referring to dignity, I refer to the Kantian conception of dignity, which asserts 

that: “for as a person he is not to be valued merely as a means to the ends of others or even to 

his own ends, but as an end in himself, that is, possesses a dignity” (Kant, 2005: 435). It is the 

principle of dignity that, in the biotechnology industry, prescribes the human body as extra 

commercium, outlawing, for example, a market for the trade of body parts. Whilst I do not aim 

to equate the legal status of human organs with personal data, I make the comparison to 

emphasise the way in which surveillance capitalism extracts, uses and monetises the human 

body and their actions without reference to the person involved (Hingh and Lodder, 2019).  In 

both biotechnology and in surveillance capitalism there is a separation between parts of the 

person or identity and the individuals themselves. The result of this turns us into what Deleuze 

(1992) called dividuals, or divided individuals: being able to be divided into any number of 

pieces that are separated, surveilled, and utilised as an endless source of valuable personal data. 

Thus, the final critique aimed at surveillance capitalism is intimately linked to the idea of 

human dignity, that is subsumed by the drive towards greater profit from surveillance revenues. 

 

Hitherto unimagined areas of human activity are currently being incorporated into data streams. 

Whilst this invasion into all aspects of life comes into conflict with the concept of ‘privacy’, it 

is the underlying rationale that represents an affront to dignity: the terraforming of human life 

in a way that can contribute to the most about data, and therefore, profit, under the guise of a 

‘smart’ society. This indignant vision of human life has been extolled by IBM in a paper 

entitled The Next Digital Gold Rush (Brody and Pureswaran, 2015). Through the Internet of 

Things (IoT), IBM suggests it can ‘liquify’ areas previously out of the reach of capital. 

According to Brody and Pureswaran, senior figures at IBM’s Internet of Things practice: “just 

as large financial marketplaces create liquidity in securities, currencies and cash, the IoT can 

liquify whole industries, squeezing greater productivity and profitability out of them than ever 

imagined possible.” Thus, through ‘smart’ objects, the gaze of surveillance and data collection 

extend its reach from the online to the physical world. Taken to its logical conclusion, every 
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aspect of human life, whether online or physical, becomes an economic asset in its dividual 

parts. It is exactly this logic which is an affront to the Kantian conception of human dignity.  

 

Consider the case of the employee at Amazon, the e-commerce company which reached a 

market capitalization of $1 trillion in late 2019. At the factories, workers are faced with 

extensive surveillance. A 2019 patent revealed that Amazon planned to introduce a wristband 

track the movement of warehouse workers hands during shifts, which could instigate small 

electronic shocks to send workers in the right direction. Meanwhile, a 2018 report gave an 

insight into the highly automated tracking of the ‘work-rate’ of Amazon factory 

workers:  “Amazon’s system tracks the rates of each individual associate’s productivity,” 

according to the letter, closely monitoring the efficiency of each employee. Some employees 

have said they have had to avoid bathroom breaks to keep their score within expectations 

(Lecher, 2019). Such is the process of dividuation, which cares about not the person, but in this 

case, only the data on the productivity of the person, that the tracking system automatically 

terminates workers without input from supervisors based on their performance score (Lecher, 

2019). Whilst Amazon represents an extreme example of this monitoring technology, it alone 

employs hundreds of thousands of people. Due to its dominant market position, it represents a 

glimpse into the direction of travel for working conditions, as opposed to an aggressive outlier 

(Sadowski, 2020: 96). Karen Levy, for example, (2013) details how similar surveillance 

techniques are used for control in the trucking business, an industry which has traditionally 

valued the independence and freedom associated with the job. These templates of digitally 

augmented Taylorism reflect the conflict of surveillance capitalism with the Kantian notion of 

dignity as expressed in the European Ethics Advisory Group (2018: 17): “When individuals 

are treated not as persons but as mere temporary aggregates of data processed at an industrial 

scale to optimize . . . interactions with them, they are arguably not fully respected, neither in 

their dignity nor in their humanity.” Yet, this is exactly the process of ‘individuation’ that 

surveillance capitalism precipitates.  

 

Summary 

 

This section has provided an account of the logic of a new economic order, what Shoshana 

Zuboff (2019) has labelled as ‘surveillance capitalism’. Following this, the chapter traced the 

subsequent threats that this new economic system presents to privacy, autonomy, and dignity. 

Underlying this new economic order is the commoditisation of human subjectivity, into 

‘behavioural surplus’. This has been presented through a Polanyian lens, as a fourth ‘fictional 

commodity’. In the 1940’s, Polanyi observed the transformation that had occurred with the 

introduction of industrial capitalism, and argued that leavening market forces to their own 

devices would give rise to social unrest and environmental destruction. As a result, he came to 

the conclusion that “a market economy can only exist in a market society”, which “highly 

artificial stimulants are administered to the body social” (Polanyi, 1944: 74). In other words, 

new market forms needed to be accompanied with a countermovement, that support the market 

form whilst tethering it to society. This is what Polanyi referred to as the ‘double movement’. 

Out of this double movement in 19th century England came a wide variety of 

countermovements, such as workplace safety standards, restrictions on child labour, enforced 



Surveillance Capitalism 

14 

 

vaccinations and price controls (Maertens, 2008: 135). In today’s crisis, however, a Polanyian 

double movement has failed to materialise, despite the similar Polanyian logic of fictitious 

commodification. What strides have been made to tether the logic of a market based upon the 

fictional commodity of ‘data’ have been insufficient so far. In the next section, I analyse the 

narratives that have been crafted to position surveillance as an activity exempted from legal 

and social control, and thereby prevent a resulting ‘double movement’ to introduce a form of 

digital capitalism which is compatible with the flourishing of privacy, autonomy and dignity. 

 

5. SURVEILLANCE EXCEPTIONALISM 

Returning to the work of Freire and Foucault, I aim to unpack the discourse of ‘Surveillance 

Exceptionalism’ which works to sustain surveillance capitalism as a system exempted from 

legal and societal control. For Zuboff (2019) this created a “fertile habitat” which precluded 

the ascendancy of surveillance capitalism as the dominant economic system. Building upon 

this notion of surveillance exceptionalism, I identify three narrative frames which combine to 

sustain this form of surveillance exceptionalism that Zuboff refers to. These three strands are 

often interlinked in rhetoric around the new information economy, which cohere to shape 

perceptions of feasible regulatory options. 

 

Firstly, the narrative of technological determinism constitutes technological ‘progress’ as the 

inevitable destination of the new ‘age’, ‘era’, ‘wave’ or ‘phase’ of history. The teleological 

nature of this understanding casts any opposition to the march towards ubiquity as futile, and 

more importantly, retrograde. Secondly, the shaping of legal and policy discourses have 

constructed a symbiotic relationship between innovation and surveillance, what Julie Cohen 

(2016) labels the ‘surveillance innovation complex. As a result any attempt to limit such 

surveillance, say through privacy, is treated as a threat to ‘innovation’.  Finally, through the 

discourse which depicts data as a ‘raw material’, personal information is constructed to be a 

source of economic value which is freely available, legitimising continuous data extraction as 

an input for economic production (Cohen, 2017). This chapter thus offers a critique of the 

discourse which renders social relations technological and a-political - that leaves surveillance 

capitalism relatively impervious to regulatory constraint. It is only by deconstructing the 

discursive formations that legitimate such a view that we can begin to gesture towards an 

alternative vision which brings technological progress in line with the values of privacy, 

autonomy and dignity.  

 

Technological Determinism 

 

The first narrative that constitutes surveillance exceptionalism is that of technological 

determinism, what Vaidhyanathan labels ‘techno-fundamentalism’ (2011: 76). The notion that 

the unfolding apparatus of surveillance capital is inevitable is a dominant theme in both Silicon 

Valley and its attendant academic circles (Kurzweil, 2005; Kelly, 2016). This is clearly seen, 

for example, in the titles of Michael Rothchild’s book Bionomics: The Inevitability of 

Capitalism (1990), and Kevin Kelly’s The Inevitable: Understanding the 12 Technological 
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Forces That Will Shape Our Future (2016). Thus, we are told that it is impossible to halt the 

transformation of life through data because it is driven by a “technological momentum”, that 

is “inevitable” (Kelly, 2016).  Implicit in this discourse is the concept of technology as 

progress, a form of ‘Darwinian market’. As Jonathan Rosenberg (2009), former Senior VP at 

Google describes: “the best technology starts with consumers, where a Darwinian market 

drives innovation”. The Darwinian metaphor serves to naturalise the development of 

technology as determined outside of politics and culture. This has an important ideological 

function, if one cannot challenge what is determined, one cannot contest what is always already 

deemed inevitable.  

 

The result of internalizing this discourse is that any way to temper surveillance capitalism is 

restricted by an acceptance of the inevitability of ubiquitous commercial surveillance. Michael 

Peters (1996: 81) describes this phenomenon as a “violent act of closure”, that excludes “other 

possible stories we might inscribe on the future by arguing that there is no other alternative. 

One of the clearest expressions of this is found in an essay by Craig Mundie (2014), former 

Chief Research Strategy Officer of Microsoft:  

 

“Today, the widespread and perpetual collection and storage of personal data have 

become practically inevitable.. The time has come for a new approach: shifting the 

focus from limiting the collection and retention of data to controlling data at the most 

important point -- the moment when it is used.”  

 

Similarly, A 2014 White House report explained: “Policy attention should focus more on the 

actual uses of big data and less on its collection and analysis … it is the use of data that is the 

locus where consequences are produced” (White House, 2014: xii-xiii).   

 

Returning to Freire’s Pedagogy of the Oppressed, the discourse of technological determinism 

highlights surveillance capitalism’s very own version of the ‘banking method of education’. 

That is, docile users are forced to accept the exploitative influence in their lives as an 

unchangeable given, and resistance is only formulated within the language and structures of 

the oppressor. This is because a focus on data protection, unlike data collection, is designed to 

manage the extraction imperative of surveillance capitalism, not limit it (Rule, 2007). The 

divergence between these two lines of data critique (use vs collection) matters because, whilst 

data protection can help protect individuals from some of the consequences of surveillance 

capitalism, it does not halt the basic mechanisms and laws of motion that produce the 

concentrations of power, knowledge, and wealth for surveillance capitalists.  

 

Yet, this notion of technological determinism is a myth. Techno-determinism tends to present 

a reductionist view of the world that abstracts technology from society, and society from nature. 

Thus it represents an especially precise strategy for expanding commercial surveillance within 

a site of legal and regulatory privilege (Cohen, 2016). Such a message attempts to restore the 

errors of the early 19th century economists, mocked by Polanyi (1944: 35) for their “mystical 

readiness to accept the social consequences of economic improvement whatever they might 

be”.  The danger of this narrative is explored by Langdon Winner (1980: 1999) who writes: 
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“To this day, any suggestions that the forward flow of technological innovation be in any way 

limited… violate a fundamental taboo.… Instead we accept the change, later looking back upon 

what we have done to ourselves as a topic of curiosity.” However, as explored in the previous 

section, the consequences of the “forward flow of innovation” are significant and manifest. We 

know that there can be alternative paths to more sustainable form information capitalism. As a 

quote often attributed to Einstein reminds us: “The problems that exist in the world today 

cannot be solved by the level of thinking that created them” (2012). Yet the discourse of 

inevitability suffocates the space for consideration of any alternatives. 

 

The ‘Surveillance-Innovation Complex’ 

 

The notion of technological progress as inevitable is often paired with the discursive formation 

of surveillance as innovation, what Cohen (2015) labels as the ‘surveillance-innovation 

complex’. In doing so, the discourse that links data processing with ‘innovation’ creates a 

narrative where privacy and innovation are seen as mutually exclusive. Thus, as Cohen 

explains, technology companies create a narrative frame of the ‘information laboratory’ in 

order to allow them a site of beneficial and constitutionally privileged activity away from 

‘innovation-killing’ (Williams, 2017) privacy regulations. This view, that any attempt to reign 

in the tendencies of surveillance capitalism present a challenge to innovation is encapsulated 

by the former Intel CEO’s ‘Andy Grove’ formula, articulated in 2011 by Google CEO Eric 

Schmidt (in Cunningham, 2011): “This is the Andy Grove formula.… High tech runs three-

times faster than normal businesses. And the government runs three-time slower than normal 

businesses. So we have a nine-times gap.… And so what you want to do is you want to make 

sure that the government does not get in the way and slow things down.” This view is also 

referred to as the ‘pacing problem’ (Marchant, 2011), that the law is too cumbersome, 

bureaucracy too slow, to meet the challenges of technological innovation. In accepting the 

pacing problem, any legal solutions to the challenges of surveillance capitalism are presented 

as problematic, as opposed to the way forward. 

 

Like the element of inevitability in the discourse of surveillance exceptionalism, the 

surveillance-innovation binary aligns with a neoliberal philosophy that views innovations as 

result of self-interested actors attempting different processes of social and economic 

betterment. This view positions surveillance as an activity that is both emancipatory and 

virtuous. This is because, within this narrative, ‘innovation’ is recast with a particular meaning 

linked to economic and expressive liberty. In doing so, the discourse on innovation provides 

economic rationalities for the extraction of data, whilst immunising it from regulatory control. 

Regulation, on the other hand, can only be an obstacle (see Morozov, 2015). This view was 

famously proclaimed by tech-libertarian John Perry Barlow’s (1996) Declaration of the 

Independence of Cyberspace: “Governments of the Industrial World, you weary giants of flesh 

and steel, I come from Cyberspace, the new home of Mind. On behalf of the future, I ask you 

of the past to leave us alone. You are not welcome among us.”  Whilst Barlow’s statements are 

considered an extreme instance of technological determinism, this discursive formation which 

places ‘innovation’ in binary opposition to government regulation has remained a constant 

feature in every gradation of this discourse. Following the 2018 Senate Judiciary Committee 
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featuring Facebook CEO Mark Zuckerberg, US senator Roger Wicker (2018) warned: “we 

don’t want to overregulate to the point where we’re stifling innovation and investment.” Yet 

again, regulation is seen as incompatible with innovation. Through mobilising this rhetoric, 

surveillance capitalists have been able to avoid stringent regulation, particularly in the United 

States, despite the mounting evidence discussed in the previous chapter of the wide variety of 

systemic threats created by a digital infrastructure that is optimised for commercial surveillance 

as its primary goal. Instead, this narrative serves to ratify a particular distribution of legal 

privilege under the guise of protecting technological innovation. 

 

In prioritising ‘innovation’ over privacy, it seems that very rarely the nature of this innovation 

is given critical evaluation. As Winner (1977) observes, the depoliticising tendency of 

‘innovation’ imbues a sense of technological “drift,” defined as “accumulated unanticipated 

consequences.” In this rush to allow innovation at all costs, it has become questionable whether 

the ‘innovation’ is very ‘innovative’ at all. Through this discursive sleight of hand, surveillance 

capitalism creates ‘market innovation’ which masquerades as ‘social innovation’. This can be 

seen in an article by Eric Wheeler (2012), who decries the “Do Not Track” tool as “crippling 

blow to the technology industry”. “Most painful”, Wheeler explains, “consumers themselves 

would end up suffering, gaining "privacy" (whatever that means in the context of anonymous 

data collection) at the cost of online subscription fees, less interesting and innovative online 

experiences, and less relevant advertising.” Here, it becomes very clear that it is the revenues 

of technology companies who will feel his “crippling blow”, but one must ask, how much of a 

blow is this to society overall? How much is this ‘innovation’ really just an innovation of the 

companies’ revenue streams? An interview between Shoshanna Zuboff and the marketing 

director of a Silicon Valley firm is particularly insightful to this question. “The ‘internet of 

things’ is all push, not pull. Most consumers do not feel a need for these devices. You can say 

‘exponential’ and ‘inevitable’ as much as you want. The bottom line is that the Valley has 

decided that this has to be the next big thing so that firms here can grow” (Zuboff, 2019: 146). 

Ultimately, global corporations such as Google and Facebook have a legal responsibility to 

maximise shareholder profit. This means, they are continuously looking to increase their cycle 

of commodification and surveillance through ‘innovation’. Yet, uncritically celebrating the 

development of this ‘innovation’ can serve to mistake these particular financial interests for 

those of society in general. 

 

Additionally, the view that innovation must be accepted, seemingly at all costs, is all the more 

remarkable not only for the harm that it engenders but because it is an anomaly amongst other 

industries. In the fields of food and drug regulation, agriculture and energy, regulatory regimes 

have long endorsed the ‘precautionary principle’ - which errs on the side of caution in the face 

of ‘unknown risks’. This is precisely the opposite to the views that emanate out of Silicon 

Valley, such as that of Apple CEO Tim Cook, who instead is “personally not a big fan of 

regulation because sometimes regulation can have unexpected consequences to it” (Timms, 

2018). This idea, that regulation must be minimised because of its unexpected consequences, 

permeates into regulatory papers. As a report from the World Economic Forum states: 

“Because future, yet-to-be discovered uses of data cannot be fully anticipated, a default policy 

of deleting data in all contexts can be harmful” (WEF, 2013: 12). Here, the potential, “yet-to-
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be discovered” benefits are valued over the potential harms of the mass storage of data, clearly 

underlying what Nissenbaum (2017) labelled as ‘Big Data Exceptionalism’. A similar 

argument has been made before, in the financial sector, and has proven to be fallacious. The 

financial industry lobbied tirelessly against the Dodd-Frank prior to its introduction in 2010, 

arguing that regulation would inhibit the financial sector as an important source of innovation 

in its own right (Wilmarth, 2011). Yet, 10 years after its introduction, regulation has not 

inhibited innovation, but instead, allowed it to flourish.  Thus, one must ask, what is it about 

the technology industry that warrants such exceptionalism? As the evidence in the previous 

section explores, the view that data-based innovation is riskless is increasingly difficult to 

ignore. Therefore, as Morozov (2020) concludes, a way forward should “begin by smashing 

the artificial binary between the agile start-up and the inefficient government that limits our 

political horizons today.” 

 

Data as Raw Material 

 

The notion of surveillance as ‘innovation’ is buttressed by the underlying assumption that our 

social interactions will increasingly occur under conditions of ubiquitous data collection. This 

is facilitated by a new conception of the public domain, what Julie Cohen (2018) coins the 

‘biopolitical public domain’, defined as “a repository of raw materials that are there for the 

taking and that are framed as inputs to particular types of productive activity”. Thus, we can 

conceive of the biopolitical public domain and the ‘surveillance-innovation complex’ as two 

sides of the same  coin: one side enabling ‘dispossession’ and the other normalising this process 

by presenting it as a necessary step forward in human progress. 

 

The discursive, and concomitant legal construction of the public domain designates particular 

types of resources as naturally occurring. A video by Siemens (2014) illustrates this logic: “We 

live in a universe of data… We need to understand that data is everywhere, and it is generated 

every second of the day.” The terminology used to describe data as freely available legitimizes 

the resulting pattern of data appropriation and extraction that surveillance capitalism depends 

on. In this regard, the discourses that sustain surveillance capitalism share some fundamental 

characteristics with neoliberal tendencies to continuously search for new inputs for capital 

production. As Jason Moore (2016) argues, the construction of data as ‘natural’ is an essential 

feature of capitalism's market logic, as, for Moore, capitalism has so far depended on its ability 

to create, and then utilise, ‘cheap’ nature. Thus, Moore echoes Arendt’s (1951: 198) 

observation that “Marx’s original sin of robbery had to be repeated, lest the motor of capital 

suddenly die down”.  

 

Following Moore and Arendt, the narrative of the biopolitical public domain facilitates the next 

version of the same fundamental move: the collection of cheap data as an abundant natural 

resource. This idea is commonly communicated through the metaphor of data as a raw material 

with value. A World Economic Forum report stated that - “personal data will be the new ‘oil’ 

– a valuable resource of the 21st century … becoming a new type of raw material” (WEF, 

2011: 5, 7). Meanwhile, the vice president of the European Commission responsible for the 

Digital Agenda claimed that “data is a precious thing… that’s why I’ve called data the new oil. 
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Because it's a fuel for innovation, powering and energising our economy.” (WEF, 2011: 5, 7). 

The claim that data is like oil serves to present the outcome of data’s collection as natural. In 

doing so, new regimes of ubiquitous, invasive and dehumanising surveillance transform into 

uncontested aspects of the everyday.  

 

Implicit in the discourse of data as a ‘natural’ resource is the image of data as ‘raw’. Couldry 

and Meijas (2019) have sought to replace the notion of data gathered as a raw (Gitelman, 2013) 

resource with data as a social construct operating at a specific moment in history. It is not 

something that is just ‘there’, but something that was precisely created to exist for the purpose 

of profiting off this knowledge. Contrary to the naturalisation of data’s availability, Žižek 

(1994, 11) reminds us that:  

 

“one of the fundamental stratagems of ideology is the reference to some self-

evidence—‘ Look, you can see for yourself how things are!’. ‘Let the facts speak for 

themselves’ is perhaps the arch-statement of ideology—the point being, precisely, that 

facts never ‘speak for themselves’ but are always made to speak by a network of 

discursive devices.”  

 

The individual data point produced by a single user, say, a post to Instagram, or a like on 

Facebook, is worth nearly nothing until it can be combined with data of other individuals, 

actions and signals to create data as a ‘commodity’. This phenomenon does not occur in a 

vacuum, but as part of the asymmetrical power relationship which functions to map and 

monetize subject populations, as individuals are dispossessed of the data they generate in their 

day-to-day lives (Thatcher et al, 2016: 1).  The narratives which posit data as a resource that is 

just ‘there’ to be taken attempts to naturalise the reconfiguration of human life around the 

continuous collection of data for profit without any regard for privacy, autonomy and dignity.  

 

Summary 

 

The discussion above has attempted to deconstruct the discourses that position digital 

technology as natural, neutral and inevitable. This chapter has analysed the discourse of 

surveillance exceptionalism as the confluence of three narratives. Taken together, these core 

claims propagate what Langdon Winner (1986: 105) described as “mythinformation”, which 

he defined as “the almost religious conviction that a widespread adoption of computers and 

communication systems … will automatically produce a better world for human beings”. As 

we begin to explore who benefits from the widespread adoption of these online communication 

systems, imbued with surveillance architecture, the ideological function of this 

‘mythinformation’ is revealed in its true nature. The ideological map drawn from the discourse 

surrounding surveillance capitalism can be understood as a pattern of meaning-making that 

serves to legitimise, naturalise, and augment the hegemony of surveillance capitalism. 

Deconstruction will never by itself be enough. However, to destabilise and evaluate the 

narratives about surveillance capitalism is to take the first step in imagining an alternative to 

this oppressive paradigm. 
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6. CONCLUSION 

Throughout this article, my intention has been twofold. Firstly, I have tried to reveal the larger 

patterns of injustice that arise from an economic order contingent upon ubiquitous commercial 

surveillance. Following that, I have tried to shed some light on the ways in which the dominant 

narratives that surround this order articulate an ideological interpretation of reality as 

depoliticised and technologically determined, to legitimise a world from which large tech 

corporations benefit. Much remains to be said of the way in which this increasing surveillance 

reinforces oppressive gender hierarchies and racial profiling (Noble, 2018; Eubanks, 2019). 

Yet, it is the selective framing of technological developments as unquestionably positive that I 

have attempted to place most emphasis on - a framing which helps to legitimise, reproduce and 

augment new forms of accumulation and social control. 

 

The COVID-19 crisis highlights the importance of this endeavour. As Milton Friedman (1982) 

said: “Only a crisis - actual or perceived - produces real change. When that crisis occurs, the 

actions that are taken depend on the ideas that are lying around. That, I believe, is our basic 

function: to develop alternatives to existing policies, to keep them alive and available until the 

politically impossible becomes the politically inevitable.” My hope is that, through critical 

analysis of the narratives surrounding surveillance and technology, we can appreciate the 

hidden forms of injustice that undergird the dominant ‘ideas that are lying around’. In doing 

so, we can avoid surveillance capitalism becoming the ‘politically inevitable’.  

 

This article began with the analogy from Google CFO comparing data to sunlight. We can now 

detect the structural injustice that this analogy tries to hide. The data/sunlight analogy, as well 

as the more commonly used data/oil analogy, is not only insufficient, but also representative 

of a much more harmful narrative, which masquerades behind the promise of innovation, 

liberation and efficiency. I would therefore like to finish this paper with the analogy made by 

James Bridle (2018), that, if one must use an analogy, data is more akin to atomic power than 

oil or sunlight. That is, something that is immensely powerful, and, used in the right way, can 

have remarkable positive consequences in society. However, viewing information as akin to 

atomic power might however force us to appreciate the complexity that is required to handle 

data in a sustainable way, and the magnitude that its misuse can have. In this way, with a greater 

appreciation of the attendant distributive politics of surveillance capitalism, and the way in 

which the dominant narratives attempt to hide this, we can begin to imagine a different digital 

future that marries the promise of technology with an empowered and protected society. 
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